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Section 1 :  Assessment Information  

Instructions for Submission  
This Attestation of Compliance (AOC) must be completed as a declaration of the results of the service providerôs 

assessment against the Payment Card Industry Data Security Standard (PCI DSS) Requirements and Testing 

Procedures (ñAssessmentò). Complete all sections. The service provider is responsible for ensuring that each section 

is completed by the relevant parties, as applicable. Contact the entity(ies) to which this AOC will be submitted for 

reporting and submission procedures.  

This AOC reflects the results documented in an associated Report on Compliance (ROC). Associated ROC sections 

are noted in each AOC Part/Section below.  

Capitalized terms used but not otherwise defined in this document have the meanings set forth in the PCI DSS 

Report on Compliance Template. 

Part 1. Contact Information  

Part 1a. Assessed Entity  

(ROC Section 1.1)  

Company name: Dodo Payments Inc  

DBA (doing business as): Dodo Payments 

Company mailing address: 5th Floor, 777c, 100 Feet Rd, HAL 2nd Stage, Doopanahalli, Indiranagar, 

Bengaluru, Karnataka - 560038 

Company main website: https://dodopayments.com 

Company contact name: Ayush Agarwal  

Company contact title: Founder & CPTO 

Contact phone number: +91 9782190969 

Contact e-mail address: ayush@dodopayments.com 

Part 1b. Assessor  

(ROC Section 1.1)  

Provide the following information for all assessors involved in the Assessment. If there was no assessor for a given 

assessor type, enter Not Applicable. 

PCI SSC Internal Security Assessor(s)  

ISA name(s): Not Applicable 

Qualified Security Assessor  

Company name: ControlCase 

Company mailing address: Fifty West Corporate Center  

3975 Fair Ridge Drive, Suite D T25s, Fairfax, 

VA 22033, USA 

Company website: https://www.controlcase.com/ 

Lead Assessor name: Alok Kumar Keshri 

Assessor phone number: +1 703.483.6383 

Assessor e-mail address: akeshri@controlcase.com 

https://dodopayments.com/
mailto:ayush@dodopayments.com
https://www.controlcase.com/
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Assessor certificate number: PCI QSA 

Certificate Number: 204-435 

Part 2. Executive Summary  

Part 2a. Scope Verification   

Services that were INCLUDED in the scope of the Assessment (select all that apply):  

Name of service(s) assessed: Payment Orchestrator and Merchant of Record 

Type of service(s) assessed: 

Hosting Provider:  

 Applications / software 

 Hardware 

 Infrastructure / Network 

 Physical space (co-location) 

 Storage 

 Web-hosting services 

 Security services 

 3-D Secure Hosting Provider 

 Multi-Tenant Service Provider 

 Other Hosting (specify): 

      

Managed Services:  

 Systems security services 

 IT support 

 Physical security 

 Terminal Management System 

 Other services (specify): 

      

 

Payment Processing:  

 POI / card present 

 Internet / e-commerce 

 MOTO / Call Center 

 ATM 

 Other processing (specify): 

      

 

 

 Account Management  Fraud and Chargeback  Payment Gateway/Switch 

 Back-Office Services  Issuer Processing  Prepaid Services 

 Billing Management  Loyalty Programs  Records Management 

 Clearing and Settlement  Merchant Services  Tax/Government Payments 

 Network Provider 

 Others (specify):  

Note:  These categories are provided for assistance only and are not intended to limit or predetermine an entityôs 

service description. If these categories do not apply to the assessed service, complete ñOthers.ò If it is not clear 

whether a category could apply to the assessed service, consult with the entity(ies) to which this AOC will be 

submitted.  
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Part 2.  Executive Summary (continued) 

Part 2a. Scope Verification (continued)  

Services that are provided by the service provider but were NOT INCLUDED in the scope of the 

Assessment (select all that apply):  

Name of service(s) not assessed: Not Applicable 

Type of service(s) not assessed: 

Hosting Provider:  

 Applications / software 

 Hardware 

 Infrastructure / Network 

 Physical space (co-location) 

 Storage 

 Web-hosting services 

 Security services 

 3-D Secure Hosting Provider 

 Multi-Tenant Service Provider 

 Other Hosting (specify): 

      

Managed Services:  

 Systems security services 

 IT support 

 Physical security 

 Terminal Management System 

 Other services (specify): 

      

 

Payment Processing:  

 POI / card present 

 Internet / e-commerce 

 MOTO / Call Center 

 ATM 

 Other processing (specify): 

      

 

 

 Account Management  Fraud and Chargeback  Payment Gateway/Switch 

 Back-Office Services  Issuer Processing  Prepaid Services 

 Billing Management  Loyalty Programs  Records Management 

 Clearing and Settlement  Merchant Services  Tax/Government Payments 

 Network Provider  

 Others (specify):       

Provide a brief explanation why any checked services 

were not included in the Assessment: 

Not Applicable 

 

Part 2b. Description of Role with Payment Cards  

(ROC Section s 2.1 and 3.1) 

Describe how the business stores, processes, and/or 

transmits account data. 

Dodo Payments is a global Merchant of Record 

(MoR) that that enables SaaS companies, AI startups, 

and digital businesses to accept payments worldwide. 

It act as the contracted merchant with acquirers, 

processors, and payment networks, while our 

merchants use our platform to process customer 

payments. The services are offered via APIs, SDKs, 

hosted checkout, plugins, and merchant dashboard, 

ensuring secure handling of cardholder data, 
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adherence to PCI DSS standards, and seamless 

integration for digital businesses across the globe. 

Dodo Payments: Payment and Card Storage 

Å Transmission:   

The Dodo Payments application securely collects 

card details (such as card number, CVV, expiry 

details, name on the card, nickname, customer ID, 

and save-for-future-usage flag) from the customer on 

the merchantôs webpage. These details are 

transmitted to the Dodo Payments backend and 

subsequently to connectors/processors to complete 

transactions 

 Å Storage:  

When customers opt to save their card details for 

future use, Dodo Payments ensures secure storage 

of card numbers and expiry data in encrypted and 

hashed formats within its secure vault, following 

industry compliance standards.  

Å Tokenization:   

Once the card details are securely encrypted and 

stored, Dodo Payments generates a token that links 

the stored card to the customer and merchant. This 

token is utilized to create temporary tokens for future 

transactions using saved cards. 

Dodo Payments: Payments with saved card:  

Å Transmission:  

During transactions with saved cards, the Dodo 

Payments Application retrieves tokens associated 

with the customer ID and generates temporary 

tokens. These tokens, along with masked card 

details, are sent to the application for customer 

selection. 

After the customer selects a saved card and enters 

the CVV, the SDK transmits the temporary token and 

CVV to the backend. The backend securely forwards 

the token to the Dodo Payments vault, which decrypts 

the stored card details and returns them for 

transaction processing. 

The backend then securely transmits the card details 

and transaction information to connectors/processors 

over HTTPS TLS 1.3 & 1.2 to execute the transaction 



 

 
 

 

PCI DSS v4.0.1 Attestation of Compliance for Report on Compliance - Service Providers August 2024 

© 2006-2024 PCI Security Standards Council, LLC. All rights reserved. Page 5 

Describe how the business is otherwise involved in or 

has the ability to impact the security of its customersô 

account data. 

If a customer chooses the option to save card data 

for future usage while creating a payment, then after 

a successful transaction, the Dodo Payments vault 

will store the card data in encrypted and hashed 

format. 

Describe system components that could impact the 

security of account data. 

Card Not Present 

 




